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Foreword

The National Institute of Standards and Technology (NIST), Center for Nanoscale
Science and Technology (CNST) NanoFab provides researchers with rapid
access to state-of-the-art, commercial nanoscale measurement and fabrication
tools and methods, along with associated technical expertise, at economical
hourly rates. It is well equipped to process and characterize a wide range of
nanoscale materials, structures, and devices.

In November 2013, CNST replaced its original lab management software
with an in-house designed and developed web application. The NEMO web
application is laboratory logistics software that strives to be intuitive and easy
to use, making life easier in the lab. NEMO manages tool reservations, controls
access to areas and tools, and streamlines logistics and communication. The
program is being actively developed with new features, improvement, and bug
releases approximately once a month.

NEMO is an open-source code released under the NIST Software License.
NEMO is free to use and modify, so that other labs can benefit from its de-
velopment. The NEMO code is hosted at https://github.com/usnistgov/NEMO.
The web application is written in the Python programming language and uses
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Foreword

the Django web framework. NEMO is system independent (can run on Linux,
Windows, or Mac) and does not require special hardware to operate.

NEMO is a customizable laboratory logistics software that allows users to re-
serve tools, view the operating status of instruments, and seek assistance from
laboratory staff. NEMO can be customized to meet the specific needs of any
business or laboratory. The software package has hundreds of customizable
features, including the ability to:

* create custom user roles and permissions
+ define the types of areas and instruments that can be reserved
+ set up alerts for when instruments are in need of maintenance

* integrate with other laboratory sensors and systems

NEMO is a web-based application, so it can be accessed from any device
with an internet connection. This makes it easy for users to reserve tools, view
the status of instruments, and get help from laboratory staff, regardless of their
location.

The CNST is looking to create a community of developers to collaborate on
new features and improvements to NEMO. The community will allow for more
rapid development, create a more vibrant and engaged community around
NEMO, and help to ensure that NEMO meets the needs of a wider range of
users, from researchers and educators to industry professionals.

Source code contributions are welcome via GitHub pull requests. We
will review and evaluate these suggestions, and make changes to NEMO as
needed. We will give priority to contributions that are well-written, well-tested,
and consistent with the NEMO coding style.

The CNST believes that a developer community is essential for the con-
tinued development of NEMO. By working together, developers can improve
NEMO and make it a more diverse, powerful and useful software platform for
the community. Furthermore, the CNST thanks all developers who contribute
to NEMO. Your contributions make NEMO a better tool for everyone.
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CHAPTER 1

Introduction

This manual provides an overview of NEMO and detailed information on each
webpage and describes how to configure NEMO to add or remove content
to suit the end user’s needs. The manual is organized to progress through
NEMOs web pages in the order presented to a user accessing the website
through the navigation bar and landing page.

The manual starts with a description of how NEMO works, then progresses
through logging into the website, the site navigation bar and landing page, then
details each user accessible page, then each staff accessible page, and finally
each site administrator page. Most of the pages are accessible through the
navigation bar however, to keep NEMO highly customizable, some pages must
be added through the landing page if desired.

Every page description provides details of the pages direct access web ad-
dress, how the page is used, how to configure optional features, any differences
between the desktop view and mobile device view, and any customizations. To
minimize the need for direct code changes, many of NEMOs features automati-
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Chapter 1 Introduction

cally hide if they have not been configured.

1.1 Terms Of Use

This software was developed at the National Institute of Standards and Tech-
nology (NIST) by employees of the Federal Government in the course of their
official duties. Pursuant to title 17 Section 105 of the United States Code
this software is not subject to copyright protection and is in the public domain.
NEMO is an experimental system. NIST assumes no responsibility whatsoever
for its use by other parties, and makes no guarantees, expressed or implied,
about its quality, reliability, or any other characteristic. We would appreciate
acknowledgment if the software is used. This software can be redistributed
and/or modified freely provided that any derivative works bear some notice that
they are derived from it, and any modified versions bear some notice that they
have been modified.

1.2 Disclaimer

This manual identifies certain commercial equipment, instruments, and materi-
als to specify the experimental procedure. Such identification does not imply
recommendation or endorsement by the National Institute of Standards and
Technology, nor does it imply that the equipment, instruments, and materials
identified are necessarily the best available for the purpose.
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CHAPTER 2

How NEMO works

To better understand the features presented in this manual, an overview of
NEMO and the key relationships and terms used throughout the manual will be
provided.
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Chapter 2 How NEMO works

2.1 NEMO Infrastructure

NEMO is a scalable web application whose features can be run as a distributed
application across multiple servers and devices or condensed to run on a single
server without additional features. The NEMO components shown below detail
the required and optional network connected parts of NEMO (Figure 2.1). A
basic implementation of NEMO can be run with a web server, database, and
user authentication as a single standalone server.

Database

Authentication Production
Server Web Server

Development

D Interlocks
SOEIESRES Web Server

NEMO
Tool Interlocks Entrance
Tablets

MNEMO Kiosks

Figure 2.1: NEMO topographical map

» Production web server — (required) runs NEMO code.

» Database — (required) stores NEMO data.
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Chapter 2 How NEMO works

+ Authentication server — (required) authenticates users allowed to access
NEMO.

» Development web server — (optional) write and test custom code changes
without impacting the production environment.

+ NEMO entrance tablets — (optional) use NEMO to control access to labs
in conjunction with door interlocks.

* NEMO kiosks — (optional) allow users quick access to NEMO via badge
reader to enable/disable tools and make reservations.

+ Tool interlocks — (optional) physically disable tools to prevent unauthorized
access. This is typically disabling a keyboard and mouse, monitor, or tool
interlock via relay control.

 Door interlocks — (optional) use NEMO to trigger door strikes on access-
controlled doors via relay control.
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Chapter 2 How NEMO works

2.2 User model

The user model begins with an account. Accounts are the highest level grouping
and can be thought of in terms of who the bill is sent to. An account could be a
business using the lab, a school in a university, or some other operational unit.
Accounts are discussed in the accounts and projects chapter 22.

Each account will have one or more projects. Projects allow the account to
distinguish what department, group, or project leader is using the account. All
activity in NEMO is charged to a project. Projects are discussed in the accounts
and projects chapter 22.

Each project will have one or more users. Users can be associated with
multiple projects and even projects from different accounts (Figure 2.2). Users
are discussed in the users chapter 39.

Accountl

Projectl Project2

Project3 Project4

Account?2

Figure 2.2: User model
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Chapter 2 How NEMO works

2.3

User roles

NEMO has six types of distinct users to limit access to only the pages needed
by the user. User roles can be set in the users table of the database, discussed
in the Detailed administration — Users section 43.71.

The first role is “user” which has basic access to a predefined set of
features and functions that allow a user to do work in the facility. This is
your regular facility user.

The second role is “staff” which has all of the basic access of a “user” but
can override certain rules that restrict a user as well as an additional set
of features specific to staff working in the facility, including using a tool on
behalf of a user, access to the maintenance and configuration agenda
pages, withdraw consumables etc. . This is for facility/technical staff.

The third role is “user office” which has all of the basic access of a
“user” but can also manage user’s information, accounts, projects, and
see billing, withdraw consumables etc. This is for staff managing user
accounts and projects.

The fourth role is “accounting officer” which has all of the basic access of
a “user” but can also manage accounts, projects, and billing information.

The fifth role is “facility manager” which has all of the basic access of a
“user” but can also check abuse, manage staff status and absences in
the status dashboard, users, and billing information. They also receive
and approve/deny access and adjustment requests.

The sixth level is “administrator” which has all of the access of every other
role (with the exception of approving/denying requests), along with admin
access to configuration and database administration. NEMO must have
at least one user with “administrator” role that can setup customizations
and configure the website.
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Chapter 2 How NEMO works

The following is a (non-exhaustive) list of features and permissions for each
user role (Table 2.1).

Feature\Role User | Staff | User Office | Accounting | Manager | Admin

Make reservations

Control qualified tools

Request temporary access

Create buddy request

Check status dashboard

Check sensor data

Detailed admin (with specific

model permission)

Email broadcast

User information (view)

Publish news

Create alerts

Manage area access

Supplies

Record training

Configuration agenda

Check/update maintenance

Qualifications

Start staff charges

Manage resources

Check user/project billing

Create accounts

Create projects

User information (edit)

Recurring charges

Abuse
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Chapter 2 How NEMO works

Manage staff absences

Approve temporary access

Receive all task updates

Access API

Access customization

Impersonate other users

Table 2.1: User roles
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Chapter 2 How NEMO works

2.4 Tool model

Tools are the things a user will use, and that the lab is interested in keeping
track of. There are many features associated with tools and most are optional
(Figure 2.3). Tools are defined in the tool table of the database discussed in
the Detailed administration — Tools section 43.64.

Reservation

Training

Resources

Configuration

Consumable

Figure 2.3: Tool model

« Training — users must be qualified to use a tool. Training and tool qualifi-
cation is discussed in the training chapter 37.

» Reservations — qualified users can make reservations for tools with cus-
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tomizable rules to limit reservation abuse. Reservations are discussed in
the Calendar — Reservations section 5.4. Reservation rules are defined
for each tool in the tool table of the database discussed in the Detailed
administration — Tools section 43.64.

» Tasks — allow users to report problems with tools and documents repairs.
Tasks are discussed in the tool control chapter 6.

* Resources — (optional) allows a tool to depend on common facilities which
allows shutting down multiple tools by disabling a resource. Resources
are discussed in the resource chapter 33.

+ Configuration — (optional) allows users to select the required configuration
of a tool at reservation time and communicates the configuration request
to staff. Configurations are discussed in the Configuration Agenda chap-
ter 26.

» Consumable — (optional) allows lab to charge users for consumables
used during a process through questions after usage. Consumables are
discussed in the supplies chapter 35.

» Area — (optional) allows limiting tool use unless user is currently logged
into a specific area. Areas are configured in the areas table of the
database discussed in the Detailed administration — Areas section 43.8.

* Interlock — (optional) allows physical disabling of tool when not logged
into by a qualified user. Interlocks are configured in the interlocks table
of the database discussed in the Detailed administration — Interlocks
section 43.26.
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2.5 Area model (optional)

Areas can optionally be defined in NEMO to group tools in common places.
An area can optionally have doors associated with it and permission for the
door can be given to users as physical access levels to control when they can
access an area (Figure 2.4). Areas can optionally be configured to restrict
access to doors and tools unless the user has a current area reservation. Areas
are configured in the areas table of the database discussed in the Detailed
administration — Areas section 43.8.

Physical
Access
Level

Figure 2.4: Area model
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2.6 Supply model (optional)

NEMO has the ability to track supplies and their distribution to users. In
addition, the supply model is used to track consumables used during tool
runs (Figure 2.5). Consumables and supplies are discussed in the supplies
chapter 35.

Supplies

Supplyl

Tool
Consumable

Figure 2.5: Supply model
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2.7 Billing model

NEMO tracks 6 types of billing by default. The data is accessible directly from
the database tables or through the API interface. The database tables are
discussed in the Detailed administration chapter 43. The APl is discussed in
the API access chapter 51.

» Tool usage — Tool usage is tracked in the usage events table of the
database.

» Area access — Area access is tracked in the area access records table of
the database.

» Consumables — Consumables, both supplies sold to users and supplies
consumed during tool runs are tracked in the consumable withdraws table
of the database.

« Staff charges — Staff charges, where a staff member performs work on
behalf of a user, are tracked in the staff charges table of the database.

» Missed reservations — Missed reservation, where a user fails to show
up for a reservation before a grace period expires, are tracked in the
reservations table of the database.

« Training sessions — Training sessions are tracked in the training sessions
table of the database.

2.8 Controlling NEMO

NEMO is a web application is written in the Python programming language
and uses the Django web framework. All NEMO functionality is available using
any common web browser by logging into the website to perform any needed
actions. In addition, NEMO provides two dedicated interfaces to access NEMO
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controlled doors (Entrance tablet) and to provide a quick interface to access and
reserve tools (Kiosk). The entrance tablet feature is discussed in the entrance
tablet chapter 53. The kiosk features are discussed in the kiosk chapter 52.
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CHAPTER 3

NEMO user authentication

The first step to accessing the NEMO website is the authentication log in. A
successful log in requires authentication against the institutions’ account system
and an active user name in NEMO. NEMO user creation and user status is
discussed in the Users chapter 39.

3.1 Web address

The login page is accessible at site-address/login. The logout page is accessible
at site-address/logout.
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Chapter 3 NEMO user authentication
3.2 Usage

3.2.1 LDAP authentication

If LDAP is used for authentication, the log in page (Figure 3.1) is displayed.
Enter a valid user name and password, then click ‘Log in’.

Welcome to the NanoFab Equipment
Management & Operations website

Welcome to our lab!

If you are having trouble with your user name or password, please see a user office
staff member.

Figure 3.1: NEMO LDAP Login Page

Upon successful log in, the user will be redirected to the landing page in
section 4.5.
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Chapter 3 NEMO user authentication

If invalid user credentials are entered, the user will be prompted in red with,
“The user name or password was not valid” (Figure 3.2). In this case, enter a
valid user name and password to continue.

Welcome to the NanoFab Equipment
Management & Operations website

The user name or password was not valid.

Welcome to our lab!

If you are having trouble with your user name or password, please see a user office
staff member.

Figure 3.2: NEMO LDAP Authentication Failed
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3.2.2 Remote user authentication

If a remote user authentication such as Kerberos is used, authentication is
handled behind the scenes and users will not be prompted for a username and
password.

Upon successful log in, the user will be redirected to the landing page in
section 4.5.

If the user does not have an active NEMO account, they will be denied
access to NEMO (Figure 3.3). This message is customizable and is described
in the Customization — NanoFab failed login section 41.5.3.

You do not have a NEMO user account or your user account has been deactivated. Please
contact the NanoFab User Office for assistance.

Figure 3.3: Remote User Authentication Failure Message

3.3 Mobile device authentication

There are no special user authentication views for mobile devices. The authen-
tication procedures above should be followed.

3.4 Authentication customizations

3.4.1 Authentication

Authentication is configured to set LDAP or Remote User log in via the set-
tings.py file described in the Configuring NEMO settings — Authentication
Backends section 54.1.1.
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3.4.2 Customizable Login Banner

The log in page has a customizable html banner as shown above in blue. If
a banner file has not been loaded, nothing will be shown. Customization of
the login banner is described in the Customization — Login banner subsec-
tion 41.5.2.

3.4.3 Remote User Authorization Failure Message

If NEMO uses remote user authentication and a user is denied access to
NEMO because they do not have an active user name, a failure message is
displayed. This message is customizable and is described in the Customization
— NanoFab failed login subsection 41.5.3.
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Navigation Bar

The navigation bar is available at the top of every NEMO user page. Users
that are designated as staff have visibility to more features than non-staff users.
The distinction between staff and non-staff is set in the Detailed administration
— Users dialog section 43.26.

4.1 User Navigation Bar

The default navigation bar (Figure 4.1) provides users with useful information
and quick links to the most common NEMO features.

NEMO Calendar  Tool control Status dashboard Requests € Safety Welcome, Ned £}

Figure 4.1: Navigation bar with default features

NEMO - Link to NEMO landing page section 4.5.

41
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Calendar — Link to calendar page chapter 5.

Tool Control — Link to tool control page chapter 6.

Status dashboard — Link to status dashboard page 7.

Requests — This link is optional and is only visible if configured. Link to
requests page chapter 8.

Safety — Link to safety page chapter 10.

Welcome — Identifies the user currently logged into NEMO. This can help
reduce confusion in labs where users share computers to access NEMO. If
the user profile view is enabled in Customization — Users section 41.16.1, by
clicking on their name, user will be redirected to their profile (see chapter 18)

Preferences {:} — Link to user preference page chapter 19.

Logout — Clicking this link will log the current user out of NEMO and return
to the login page. The logout link will only be displayed if LDAP authentication
is used, and the button is enabled (see customizations below).

4.2 Staff Navigation Bar

The navigation bar for staff (Figure 4.2) includes the same information for users
and adds the Administration menu and an indicator if a staff member is charging
time to a user.

NEMO Calendar Tool control Status dashboard Requests Safety Administration ~ Charging staff time Welcome, Captain {}

Figure 4.2: Navigation bar with additional staff features
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Administration — Drop down link list to the NEMO administration features
that require staff or super user rights to access (Figure 4.3).

Administration «

Abuse

Accounts and projects
Alerts

Area access
Configuration agenda
Customization
Detailed administration
Email

Impersonate
Maintenance

Project billing
Qualifications

Remote work
Resources

Staff charges
Supplies

Training

Users

Figure 4.3: Navigation bar administration menu
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Charging Staff Time — If a staff member is charging staff time to a user, it
is noted in red on the navigation bar, so the staff member remains aware of
accumulating charges. Hovering over ‘Charging staff time’ will show details
of the staff charge including who, what project, and when the charges started
(Figure 4.4). Clicking ‘Charging staff time’ will take you to the Staff charges
page section 34.

Charging staff time Welcome, Captain {:} Logout

You are charging staff
time to Pierre Aronnax
(professor) for the

project named Project 2
since Tuesday, April
14th, 2020 @ 5:34 PM.

Figure 4.4: Charging staff time details

4.3 Mobile device navigation bar

The navigation bar will automatically change to a mobile-type menu icon drop
down (Figure 4.5) if the window width is too small to display all information.
The links provided for users and staff are maintained. However, there is no
indication of charging staff time and the user name is not indicated. In addition,
the preferences icon will change to a menu item.

NEMO

Figure 4.5: Navigation bar for small windows with menu icon
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Clicking on the menu icon will drop down the menu (Figure 4.6).

NEMO —

Calendar

Tool control
Status dashboard
Requests

Safety
Administration -

Preferences

Figure 4.6: Mobile device drop down menu

4.4 Navigation bar customizations

4.4.1 Logout button

The logout button is configured to display or hide via the settings.py file de-
scribed in the Configuring NEMO settings — Templates subsection 54.1.2.
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4.5 Landing Page

The landing page (Figure 4.7) is the home page for NEMO. It provides users and
staff with important information as well as quick links that are fully configurable
by your organization. In addition, first time lab users are prompted to complete
a lab rules tutorial to reinforce important policies.

NEMO Calendar Tool control Status dashboard Administration ~ Welcome, Captain ﬁ Logout
Upcoming reservations Alerts & outages Current NanoFab usage
You're late for your Elllipsometer reservation! Sputter tool annual PM next week You are using the Chlorine Etch for the project
Starting on Thursday, April 16th @ 5:00 PM The sputter tool will have a full annual preventative named Cleanroom Staff since Tuesday, April 14th,
Ending on Thursday, April 16th @ 10:00 PM maintenance performed next week. During this time 2020 @ 7:58 PM

the tool will not be available to users.

You're late for your PECVD reservation! You are using the Fluorine Etch for the project
Starting on Thursday, April 16th @ 6:00 PM Resource outage: 02 named Project 2 since Tuesday, April 14th, 2020 @
Ending on Thursday, April 16th @ 7:00 PM We are out of oxygen and expect more next week 534PM
PECVD You are logged in to the cleanroom (logout). Usage
Starting on Friday, April 17th @ 4:00 AM time is being billed to the project named Cleanroom
Ending on Friday, April 17th @ 5:00 AM Staff. Click here to bill to a different project at any
time
—im X 4 /
=
12 W44
4 : \\/
Calendar Tool control Status dashboard Safety

)

Send feedback Contact the NanoFah View your usage Google
staff

Figure 4.7: NEMO landing page

4.6 Web address

The landing page is accessible as the home page of NEMO. For example,
www.nemo.com. The page can also be accessed from the navigation bar menu
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